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Flexible
platform

Customers can use
solutions
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Proaktivni analyza
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Jak dnes provadime hodnoceni rizik?
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One number. Nine risk factors. Real-time.

One score — built
from 9 factors:
vulnerabilities,
identity risk, system
configuration, active
threats and more.

Updates in real time
as your environment
changes.

Trending view — the
answer to “are we
getting safer?”
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Risk Overview @ Exposure Overview

CYBER RISK INDEX ®

66.9
. Medium risk

Cyber Risk Subindexes

Contributing categories:
® Exposure: Medium >
® Attack: High >

@ Security Configuration: Medium >

Risk Event Overview

® Attack Overview @ Security Configuration Overview © Manage usage L+ Data sources Manage Reports v
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Devices

Risk level: High

Risk Summary

@ Visionary Momentum Innovations [ ] Compare with other orgs
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Risk Factors:

872 Detected vulnerabilities >
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This Is What You Fix First — And Why.
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Endpoints. Cloud. Identity. Compliance. One

Platform.

Cloud Security
Posture —
misconfigurations
and cloud risk,
correlated with
endpoint data.

|ldentity Security
Posture — over-
privileged accounts,
stale credentials.

Compliance
Management — NIS2,
DORA, and 19+
frameworks. Already
in your platform.
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Regulations
Value
) Sensitivity
re yo .
uj
MSurgy- Impact of disclosures

YOU r Regulatory Financial state
landscape Private vs public

BUSiness Brand value

£ pusines®

Attack Histor
nature © y

Peers Threat History

Attack Surface

Risk Scoring

CRQ

Cyber risk quantification
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CRQ

Cyber risk quantification

Likelihood
9-11%

Risk
$5.03M-6.14M

The most probable outcome
considering likelihood and impact

Impact
$55.9M-97.3M



Likeliest total monetary risk

$ 3 ° 42 M to $ 41 ° 46 M 0.34% to 4.15% of your annual revenue = Range: $1.03M ~ $67.08M

High confidence | Ransomware with data encryption

Likeliest total monetary risk Predicted event likelihood Predicted event impact
(0)
$3.42M 48% $7.65M
X
0.34% of your annual revenue How likely your organization is to experience an event leading to Potential financial loss per event
loss

Data exfiltration

Likeliest total monetary risk Predicted event likelihood Predicted event impact
(0]
$41.46M 64% $71.92M
4.15% of your annual revenue How likely your organization is to experience an event leading to Potential financial loss per event
loss

I e

( Automatically Forecast Financial Impact \

* Spot high-risk areas at a glance
/' * Broken down by risk scenario
/ * Trackrisk reduction over time



Control ID

Least Functionality (CM-07)
Disable unnecessary functions

Least Privilege (AC-06)
Grant minimal permissions

Account Management (AC-02)
Create and manage accounts

Information Fragmentation (SI-23)
Break up and distribute sensitive data

Distributed Processing and Storage (SC-36)
Spread workloads and data

Software, Firmware, and Information Integrity (SI-
07)

Verify integrity of software and data

Svstem Monitorina (SI-04)

Monetary risk reduction ¢

$5.67M

0.28% of annual revenue

$5.49M

0.27% of annual revenue

$5.02M

0.25% of annual revenue

$4.8M

0.24% of annual revenue

Reduction scope

Likelihood [}
Likelihood
Likelihood

Impact

$4.4
0.22%

Actionable Remediation Strategies

$4.3  Seetoprecommended mitigation actions
0.22% to strategically reduce your risk
* Tie each mitigation to reduced monetary

risk

$3 KM

| ikelihond



\
=
S
O
L=,
O
=
S
c
o
O
R~
©
O
oc

hrozby




Create/download Initial access
______ > - en e em - _>

C:\Windows\System32\... Infected file Diego’s laptop
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Endpoint Detection and Response

Detect that Diego’s machine has been compromised

Detect the attacker’s lateral movement to other assets, even

ones without an EDR agent installed ,7l ]
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------- Lateral movement =

Network Detection and Response %_ >@_{|—|} 5

Unmanaged assets

Not all assets have an agent installed

Detect the attacker’s movements between unmanaged

assets, and their C&C communication 7 [ ]
X
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------- Lateral movement == == o= o= ->

Cloud Detection and Response %_ >@_{|—|} > e

Unmanaged assets

Attacker gets access to AWS credentials saved on the
machine (AWS credential discovery)

Attacker uses rolled back policy to generate access key ’1l ]
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escalation On-prem server
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------- Lateral movement == == o= o= ->

Identity Threat Detection and Response %_ >@_{|—|} 5

Unmanaged assets

Detect whether a user has been compromised

Without ITDR, we have no way of knowing that a high-profile [ }
user like Diego was compromised until it’s too late... ’1l ]
N

Rl 4

Asset Criticality:

Create/download Initial access 7/ Job level: C-Suite
______ > _——— == d -
N

R Account privilege: High
C:\Windows\System32\... Infected file Diego’s laptop
A Daily engagement: Frequent activity

Email receiving volume: Huge

|
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Virtual machine
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------- Lateral movement == == o= o= ->

Email Detection and Response %_ >@_ T T}> 5

U
Sent Initial access nmanaged assets
----- > L] L J -— -— -— -—
juand7716@gmail.com RE: Customer Reports 2024 Diego’s account x
7
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The initial infiltration was from a 3" party [p—
. . .« . e e e -
webmail with a malicious payload attached . :
Virtual machine
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Data Detection and Response

Gain visibility, context, and response to sensitive data as it
moves throughout the environment

_ Even if the data is somehow compromised, give SOC the tools
Custlist.pdf needed to find how it was exfiltrated and what it was before

Recipes.pdf Recipes.zip USB Storage
Renamed | Transformed | Copied
® \ N Copied IO > s
\
\
Jorge’s deskto Y o -
%, & P 2 Criticality:
% N\ o
\ o
N Data Context: Pll, PCI, Credit Cards

Sensitivity Level: High

File Activity: Frequent activity

Jennifer’s desktop Subj: Gam Gams Recipes
Email: jorgeg@gmail.com

Exfiltration Risk: High

REND:

20| ©2025 Trend Micro Inc.



= Lateral movement =

Extended Detection and Response (XDR) %_ ,@_ [|—|:] > _§

Unmanaged assets
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escalation On-prem server
Create access ke i i
y Rollback policy (credential discovery) Diego, CFO
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————— Lateralmovement == e= = a=>

Security Operations (SecOps
y Op ( ps) %0@_{'_[]_)—5

Unmanaged assets
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C (o

For detection and hunting or compliance and long-term retention

High security value High volume logs
Analysis, correlation, and hunting Keyword search
Can trigger XDR alerts, custom detections & No XDR alerts, custom detections, or Threat
Threat Intelligence sweeping Intelligence sweeping

) o™
(-4
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Bezpecnost jako
sluzba




Trend Vision One™
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Ukazka incidentu

13:56 Uzivatel stahl a nainstaloval ,,ChatGPT* aplikaci

14:04 Na zaklade EDR dat a vytvoren prvni alert detekujici sber
pfihlaSovacich udaju z prohlizece (High Severity)

14:26 Provedena analyza podezielych souboru analytikem (MDR)
14:33 Napadena stanice izolovana na siti (response akce)
14:48 Zakaznik dostava domluvenym kanalem report o incidentu

14:53 Dalsi sbér forenznich dat z napadené stanice pomoci
skriptu

TrendAl



Possible Credential Dumping from Web Browsers

Credentials stored in web browsers were accessed that could possibly be used to gain high

access to other systems. - WB-17

Investigation Notes

e Trend Micro Managed XDR observed a NOTEWORTHY Vision One alert with the model name Possible
Credential Dumping from Web Browsers and Workbench ID WB-17

 Managed XDR investigated further by.
e Checking Execution profile

e It appears the user " " executes the
following C:\Users)\ \AppData\Local\Temp\Temp1_ChatGPT_For_Windows_Setup_1.0.0.
zip\ChatGPT For Windows Setup 1.0.0.exe which leads to this chain of events

e ChatGPT For Windows Setup 1.0.0.exe >
drops C:\Users) \AppData\Local\Programs\vbloks\resources\resource\ChatGPT
Support.exe > steals credentials

e Connects to the following IP address
188. 443

157. 443
3. 443
443

1443 .
TrendAl




Trend Micro Vision One™

Request List

Status: All

Managed Services
Reports  Settings
v Action: All
Status Action
& Approved Run Trend Micr...

Kit: Full Investigation
@ Approved Run Custom Scr...

Script file: Collect-AutorunListps1 &,

& Approved Collect File

& Approved Collect File

& Approved Isolate Endpoint
& Approved Collect File
Endpoint:

& Approved Collect File
Endpoint:

v Q Target

Target

D .

D'.—‘

B ChatGPT For Windows Setup_1.0....

B ChatGPTSupport.exe
.

B ChatGPT For Windows.exe

B ChatGPTSupport.exe

File
path:

Description

MDR investigation o...

Check for persistenc...

Collected for further ...
Collected for further ..
Observed an executi...
Collected for furthes ...
File path: C\Users\
Collected for further ...

C\Usersh

@ 2023-03-13 09:38 (UTC+01:00)

Request... +

2023-03-06 ...

2023-02-27 ...

2023-02-27 ...
2023-02-27 ...
2023-02-27 ...

2023-02-27 ...

Processed by

Auto approval

Auto approval

Auto approval
Auto approval
Auto approval

Auto approval

2
A B

Processed

2023-03-06 ...

2023-02-27 ...

2023-02-27 ...

2023-02-27 ...

2023-02-27 ...

2023-02-27 ...

\AppData\Local\Programs\vbloks\ChatGPT For

2023-02-27 ...

Auto approval

2023-02-27 ...

\AppData\Local\Programs\vbloks\resources\resource\C

TrendAl



Dekuji

Filip Marvan

filip_marvan@trendmicro.com
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