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Tři jednoduché kroky
ke zvýšení bezpečnosti
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Securing and governing every part of 
complex, dynamic environments

Detection & 
ResponseCyber Risk
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Flexible
platform

Customers can use 
1 or all 11 solutions
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Proaktivní analýza 
rizik
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Jak dnes provádíme hodnocení rizik?
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One number. Nine risk factors. Real-time.

Updates in real time 
as your environment 
changes.

One score — built 
from 9 factors: 
vulnerabilities, 
identity risk, system 
configuration, active 
threats and more.

Trending view — the 
answer to “are we 
getting safer?”
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This Is What You Fix First — And Why.

Factors in asset 
criticality, active 
threats, and 
exploitability.

Prioritized by actual 
risk in your 
environment — not 
generic CVE scores.

Your team stops 
debating what to 
patch next.
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Endpoints. Cloud. Identity. Compliance. One 
Platform.

Identity Security 
Posture — over-
privileged accounts, 
stale credentials.

Cloud Security 
Posture — 
misconfigurations 
and cloud risk, 
correlated with 
endpoint data.

Compliance 
Management — NIS2, 
DORA, and 19+ 
frameworks. Already 
in your platform.
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Your
Business

Data

Risk Scoring

Financial state
Private vs public

Brand value

Regulatory
landscape

Regulations

Sensitivity
Value

Impact of disclosures

Attack Surface

Threat History

Attack History

CRQ
Cyber risk quantification

Data ExfiltrationData Exfiltration
Combining likelihood and impact

Peers

Likelihood

Risk

Impact

9-11%

$55.9M-97.3M

$5.03M-6.14M
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Likelihood

Risk

Impact

9-11%

$55.9M-97.3M

$5.03M-6.14MYour
Business

Data

Risk Scoring

Financial state
Private vs public

Brand value

Regulatory
landscape

Regulations

Sensitivity
Value

Impact of disclosures

Attack Surface

Telemetry History

Threat Trends

CRQ
Cyber risk quantification

The most probable outcome 
considering likelihood and impact
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Automatically Forecast Financial Impact

• Spot high-risk areas at a glance
• Broken down by risk scenario 
• Track risk reduction over time
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Actionable Remediation Strategies

• See top recommended mitigation actions 
to strategically reduce your risk 

• Tie each mitigation to reduced monetary 
risk
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Reakce na moderní 
hrozby
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C:\Windows\System32\... Infected file Diego’s laptop

Create/download Initial access
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C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Endpoint Detection and Response

Detect that Diego’s machine has been compromised

Detect the attacker’s lateral movement to other assets, even 
ones without an EDR agent installed
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C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Unmanaged assets

Create/download Initial access Lateral movement

Lateral movement

Network Detection and Response

Not all assets have an agent installed

Detect the attacker’s movements between unmanaged 
assets, and their C&C communication
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C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Cloud Detection and Response

Attacker gets access to AWS credentials saved on the 
machine (AWS credential discovery)

Attacker uses rolled back policy to generate access key

Unmanaged assets

Lateral movement

On-prem server
(credential discovery)

AWS CLI

Pivot to cloud

Rollback policy

Privilege 
escalation

Create access key

Remote control



18 | ©2025 Trend Micro Inc.

C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Identity Threat Detection and Response

Detect whether a user has been compromised

Without ITDR, we have no way of knowing that a high-profile 
user like Diego was compromised until it’s too late…

Unmanaged assets

Lateral movement

Diego, CFO

Asset Criticality: HIGH

Job level: C-Suite

Account privilege: High

Daily engagement: Frequent activity

Email receiving volume: Huge
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C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Email Detection and Response 

Unmanaged assets

Lateral movement

Diego, CFO

Diego’s accountRE: Customer Reports 2024juand7716@gmail.com

Sent Initial access

The initial infiltration was from a 3rd party 
webmail with a malicious payload attached
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Data Detection and Response

Jorge’s desktop

CustList.pdf

Copied

Renamed

Subj: Gam Gams Recipes
Email: jorgeg@gmail.com

Recipes.pdf

Transformed

Recipes.zip

Copied

USB Storage

Em
ailed

Jennifer’s desktop

Gain visibility, context, and response to sensitive data as it 
moves throughout the environment

Even if the data is somehow compromised, give SOC the tools 
needed to find how it was exfiltrated and what it was before

Criticality: HIGH

Data Context: PII, PCI, Credit Cards

Sensitivity Level: High

File Activity: Frequent activity

Exfiltration Risk: High
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C:\Windows\System32\... Infected file Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Extended Detection and Response (XDR)

Unmanaged assets

Lateral movement

Diego, CFO

Diego’s accountRE: Customer Reports 2024juand7716@gmail.com

Sent Initial access

On-prem server
(credential discovery)

AWS CLI

Pivot to cloud

Rollback policy

Privilege 
escalation

Create access key

Remote control
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C:\Windows\System32\... Infected 
file

Diego’s laptop Michelle’s desktop

Unmanaged device

Virtual machine

Create/download Initial access Lateral movement

Unmanaged assets

Lateral movement

Diego, CFO

Diego’s accountRE: Customer Reports 2024juand7716@gmail.com

Sent Initial access

On-prem server
(credential discovery)

AWS CLI

Pivot to cloud

Rollback 
policy

Privilege 
escalation

Create access 
key

Remote 
control

+ Third-Party Telemetry

Security Operations (SecOps)
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Agentic SIEM: Two Data Types

Analytic Data Archival Data

For detection and hunting For compliance and long-term retention

High volume logs

Keyword search 

No XDR alerts, custom detections, or Threat 

Intelligence sweeping

High security value

Analysis, correlation, and hunting 

Can trigger XDR alerts, custom detections & 

Threat Intelligence sweeping
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Bezpečnost jako 
služba



25 | ©2025 Trend Micro Inc.

Trend Vision One

Services

In
ci

dent Response

M
anaged

D
etection and Response

Cyber Risk Advisory

Premium Support

Red/Purple
Team

ing
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Ukázka incidentu

• 13:56 Uživatel stáhl a nainstaloval „ChatGPT“ aplikaci

• 14:04 Na základě EDR dat a vytvořen první alert detekující sběr 
přihlašovacích údajů z prohlížeče (High Severity)

• 14:26 Provedena analýza podezřelých souborů analytikem (MDR)

• 14:33 Napadená stanice izolována na síti (response akce)

• 14:48 Zákazník dostává domluveným kanálem report o incidentu

• 14:53 Další sběr forenzních dat z napadené stanice pomocí 
skriptu
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Děkuji

Filip Marvan
filip_marvan@trendmicro.com
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